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Enterprise Security Reporter ™ is a powerful, agent-less reporting solution used for auditing, analyzing and reporting on
security for file servers, folders and shares. Compliance assessments and security reviews are easily performed with
predefined and customizable reporting tools. Now, administrators have the ability to analyze file security, group memberships,
permissions and other network security settings to demonstrate compliance with internal policies and external regulations.

Tracking down security vulnerabilities on any size network
can be a Herculean task. Manually checking permissions
for each and every individual user is error-prone and could
ultimately result in a breach of security. Administrators need
to take a proactive approach to managing security on their
Windows network in order to ensure that established
permission settings are in accordance with corporate
standards and/or regulatory compliance mandates. Having
the ability to easily identify and report on who has access to
what files, folders and shares and on what server is a MUST
for any organization concerned with compliance directives or
even if they just need a way to validate existing security
configurations.

Enterprise Security Reporter focuses on enterprise wide
Windows network permissions. Using agent-less discovery
of Windows file servers, this solution produces the vital
reports necessary to analyze how users gained access to
select resources as well as highlight where permissions
have been changed, increased or removed. Now, adhering
to compliance initiatives has never been so easy...with
Enterprise Security Reporter.

Easily determining where a user has access on a file
system, including access gained through group
memberships and inherited permissions with the added
ability to query and report on the security and configuration
of that file system is a simple feat for Enterprise Security
Reporter. Enterprise Security Reporter’s discovery engine
will remotely collect relevant security information from
Windows servers and Active Directory and store it in a
database for quick analysis and reporting. This gives
administrators and other business stakeholders a proactive
approach to managing security, improving standards and
making informed business decisions.

Enterprise Security Reporter has over 180 built-in reports,
encompassing the most common reporting needs. Wizard
based report generation provides the ability to customize or
easily modify existing reports or create new reports for
unique reporting needs. Simply select the type of report you
wish to run (such as File Permissions, Group Memberships
or Ownership) and instantly, you have an organized, useful
set of information at your fingertips.

Enterprise Security Reporter’s intuitive interface makes selection of security information a simple, centralized task.
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Simplified Security Reporting
Configure what should be collected and
reported on and schedule discoveries
to occur when most convenient.
Configure reports for specific needs
and email directly to business
stakeholders from a centralized
console, making reporting on your
enterprise an easy task.

Assists with Compliance

Proactively maintain and report on
access controls to address many of the
requirements of regulatory and best
practice standards.

Enhances Windows Security

Find weaknesses, over-exposed files,
over-privileged users and complete
security audits in a fraction of the time.
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Compliance Reporting

Enterprise Security Reporter makes
reporting on HIPPA, SOX and PClI-
DSS standards simple by organizing
the reports based on each mandates’
corresponding legislature.

Security Focused

Reports on user and group
membership information, NTFS
permissions, computer policies, shares,
printers, services, registry keys and
more.

Snapshot Comparisons

Allows administrators to select two
discovery snapshots and report on the
differences, highlighting the security
changes made to file systems,
registries, shares, Active Directory and
more.

Report Customization

Using the Report Composer, reports
can be built using a simple wizard,
without needing to know SQL
statements. Those familiar with SQL
can directly edit queries, if desired.

Automated Delivery

Reports can be scheduled and emailed
via any SMTP-based email system in
one of multiple formats including
Acrobat (PDF), RTF, CSV, HTML, TXT,
TIF.
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